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Abstract: This article analyzes the possibilities that Kotter’s eight-step model offers for 
change management processes in the context of the European Union’s (EU) efforts to­
ward digital sovereignty for small and medium-sized enterprises (SMEs), as well as the 
arising leadership requirements. Methodologically, the article follows a conceptual ap­
proach based on a structured review of academic literature on leadership, change man­
agement, and digital transformation. The results show that Kotter’s model is particularly 
well-suited due to its concrete approach, yet it also encounters limitations in SMEs when it 
comes to operationalization. The limited resources of SMEs prove to be a constraint when 
it comes to carrying out transformation processes in parallel with day-to-day business 
operations. The scientific contribution lies in the application of Kotter’s model to the con­
text of digital sovereignty, as well as in the identification of new leadership requirements 
that go beyond traditional change management competencies. This contribution remains 
conceptual and points to the need for a more in-depth empirical analysis.
Keywords: digital sovereignty; leadership; leadership strategy; Kotter’s eight-step-mod­
el; SME

INTRODUCTION
Leadership has undergone a fundamental transformation (Kruse, Schomburg, 

2016, p. 4). Moving away from traditional leadership models that relied primarily 
on directives and control (Lippold, 2019, p. 1), leadership is now increasingly shift-
ing toward a more complex and digital world (Lippold, 2019, p. 24; Petry, 2024, 
pp. 13–14). Digital transformations are most often driven by market changes and 
technological advancements (Henderikx, Stoffers, 2022, p. 1; Klein, 2020, p. 884). 

The shift from a bipolar to a multipolar world order, with new competing sys-
tems and markets, creates uncertainties that have a direct impact on global and Eu-
ropean economic life (Hotz-Hart et al., 2023, p. 4). This gives rise to a new driver 
for corporate digital transformation: the need for digital sovereignty. For companies 
within the European Union (EU), there are potential risks arising when digital infra-
structure is not subject to European law, and a threat exists of possible restrictions, 
extraterritorial access, and government-mandated data sharing. In February 2025, 
the U.S. government sanctioned, among others, the Chief Prosecutor of the Inter-
national Criminal Court (ICC), which led the U.S. company Microsoft to block 
the prosecutor’s digital access. As a result, the ICC switched to a European solution 
(Kerkmann, 2025). This example demonstrates that digital dependencies can im-
pact digital transformations and give rise to new demands on leaders and leadership.

Small and medium-sized enterprises (SMEs) in the EU are particularly affected 
by these developments. Recent studies in Germany show that SMEs are less likely 
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to have adequate protection and sovereignty strategies in place (BSI, 2025, p. 2; 
Richter, 2025, p. 419).

The European Commission defines SMEs as companies with fewer than 250 
employees and an annual turnover of up to 50 million euros or a balance sheet total 
of no more than 43 million euros (European Commission, 2025, p. 11). They have 
only limited resources to implement strategic decisions on this scale alongside their 
existing day-to-day operations.

Kotter’s eight-step model provides an established framework that offers struc-
tured guidance for complex transformation processes (Kotter, 2011). The aim of 
this article is to examine how this model can be applied to the specific context of 
sovereignty transformation in SMEs and what new leadership requirements emerge 
in this context.

RESEARCH METHODOLOGY
The findings of this paper are based on a purely theoretical research approach 

and draw upon relevant academic literature on the topics of leadership, change man-
agement, and digital transformation. Since the aim of the article is to conceptually 
apply an established model to a new context, this research approach is methodo-
logically appropriate. In addition to these sources, the study drew on articles iden-
tified through searches using relevant keywords (including “Digital Sovereignty,” 
“Digital Transformation,” “Change Management,” “Eight-step Model,” and “SMEs 
in Europe”) in relevant databases. As a whole, the literature review relied primari-
ly on articles from academic journals, conferences, and anthologies. Reports from 
government or European institutions were also incorporated.

RESULTS
One of the key tasks of leadership is to guide people or subordinates in a specif-

ic direction (Paschen, Dihsmaier, 2014, p. 7) and in this context, it represents a pro-
cess of mutual influence (Yukl, 2013, p. 7). Leadership is particularly challenging in 
complex change situations because the emotions and fears of employees must be 
taken into account to a significant degree. It is therefore not surprising that Firican 
concludes that transformations rarely fail because of technology, but more often 
because of leadership and culture (Firican, 2023, p. 793).

The EU declared digital sovereignty as a goal in order to become less dependent 
on non-European companies. This weakens economic competitiveness and jeop-
ardizes European values (Kagermann, Wilhelm, 2020, p. 7). The urgent need for 
action has been recognized at both the national and European levels (Kagermann, 
Wilhelm, 2020, p. 7). In its 2025 status report, the German Federal Office for Infor-
mation Security explicitly recommends reducing dependencies on non-European 
providers (BSI, 2025). This political will has led to a reassessment and replacement 
of existing solutions, which can only be carried out through a transformation pro-
cess.

The literature describes several leadership concepts for transformation process-
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es. Lewin’s three-step approach can be considered one of the best-known theoret-
ical frameworks for change management (Burnes, 2019). It serves as the basis for 
many subsequent models. The models proposed by Jick and by Mento, Jones and 
Dirndofer offer additional frameworks for structuring change processes (Pryor et 
al., 2008, p. 8). Another approach was developed by Kotter (2011).

A concrete approach is particularly advisable for change processes in SMEs, 
as they have only limited resources available for technical migrations and cultural 
change. Kotter refined his eight-step model by analyzing the failures of real-world 
transformation processes to facilitate operational implementation in SMEs (Fig. 1).

databases. As a whole, the literature review relied primarily on articles from academic journals, 
conferences, and anthologies. Reports from government or European institutions were also incorporated. 

 
RESULTS 
One of the key tasks of leadership is to guide people or subordinates in a specific direction (Paschen, 

Dihsmaier, 2014, p. 7) and in this context, it represents a process of mutual influence (Yukl, 2013, p. 7). 
Leadership is particularly challenging in complex change situations because the emotions and fears of 
employees must be taken into account to a significant degree. It is therefore not surprising that Firican 
concludes that transformations rarely fail because of technology, but more often because of leadership 
and culture (Firican, 2023, p. 793). 

The EU declared digital sovereignty as a goal in order to become less dependent on non-European 
companies. This weakens economic competitiveness and jeopardizes European values (Kagermann, 
Wilhelm, 2020, p. 7). The urgent need for action has been recognized at both the national and European 
levels (Kagermann, Wilhelm, 2020, p. 7). In its 2025 status report, the German Federal Office for 
Information Security explicitly recommends reducing dependencies on non-European providers (BSI, 
2025). This political will has led to a reassessment and replacement of existing solutions, which can 
only be carried out through a transformation process. 

The literature describes several leadership concepts for transformation processes. Lewin’s three-
step approach can be considered one of the best-known theoretical frameworks for change management 
(Burnes, 2019). It serves as the basis for many subsequent models. The models proposed by Jick and by 
Mento, Jones and Dirndofer offer additional frameworks for structuring change processes (Pryor et al., 
2008, p. 8). Another approach was developed by Kotter (2011). 

A concrete approach is particularly advisable for change processes in SMEs, as they have only 
limited resources available for technical migrations and cultural change. Kotter refined his eight-step 
model by analyzing the failures of real-world transformation processes to facilitate operational 
implementation in SMEs (Fig. 1). 

 

 
 

Fig. 1. Kotter’s eight-step-Model 
 

Figure 1 illustrates the different steps of the model and, following Lewin’s approach, divides them 
into three phases. The eight steps are explained below in the context of digital sovereignty. 

Step 1 

 

 

 

Creating a 
climate of 
change 

Create Urgency 

Develop Vision 

Build Coalition 

Communicate Vision 

Step 1 

Step 2 

Step 3 

Step 4 

Engaging & 
Enabling the 
organization 

Empowerment 

Short-Term Wins 

Step 5 

Step 6 

Implementing 
& sustaining 

Step 7 

Step 8 

Consolidate 

Anchor Change 

Fig. 1. Kotter’s eight-step-Model

Figure 1 illustrates the different steps of the model and, following Lewin’s ap-
proach, divides them into three phases. The eight steps are explained below in the 
context of digital sovereignty.

Step 1
Kotter assumes that complacency must be overcome at the start of any change 

process. Therefore, the first step focuses on creating a sense of urgency (Kotter, 
2011, p. 31). A sense of distress must be present in order to allow for change (Gergs, 
2016, p. 195). The EU’s political will toward digital sovereignty is increasingly re-
flected in regulatory requirements and guidelines, as demonstrated by the Data Act 
(European Parliament and Council, 2023) and the AI Act (European Parliament 
and Council, 2024). Organizations must address these and the associated changes 
in a timely manner. A “sense of urgency” can thus be derived from this dimension.
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Step 2
In this step, Kotter emphasizes the need to establish a committed and energetic 

group to drive the change process forward. This leadership coalition takes charge 
of steering the processes and identifying key figures (Kotter, 2011, p. 45). Change 
processes follow a clear principle when it is necessary to bring about change in or-
ganizations: “Processes depend on people” (Doppler, Lauterburg, 2019, p. 202). 
Four “essential characteristics” are of great importance here. In terms of hierarchical 
significance, there must be a sufficient number of key players in the team. The ex-
pertise of the members is also crucial to success. Furthermore, the team members 
must have a good reputation in order to project credibility. Last but not least, there 
must be “sufficient leadership” within the group driving the change process (Kotter, 
2011 p. 50). 

For SMEs, this step means that it is not solely the responsibility of the IT de-
partment to implement this shift in sovereignty. The author’s practical experience 
with change management processes shows that, in addition to senior management – 
which plays a central role in transformation processes – It is also necessary to select 
members from all departments affected by the change who appear suitably qualified 
based on their expertise, credibility, and connections within the organization.

Step 3
Developing a vision and a strategy derived from it are central components of effec-

tive leadership in change processes. This instills motivation and conviction in the em-
ployees involved in the transformation process (Kraus et al., 2004, p. 131). Particularly 
in the context of digital transformation, a vision provides guidance and gives employ-
ees the necessary direction for change (Kotter, 2011, p. 68). According to Stolzenberg 
and Heberle, a vision must be clearly defined in order to be successfully implemented 
and to derive effective measures from it (Stolzenberg, Heberle, 2009, p. 49). 

For SMEs undergoing the transformation toward digital sovereignty, a vision 
can be created that points to the organization’s future ability to act independently. 
Additionally, communicating a European pathway can complement the vision and 
provide employees with overarching guidance for the upcoming transformation.

Step 4 
One of the key tasks of leadership – and therefore also of leadership in a trans-

formation process – is communication. Communication is a critical success factor 
(Lauer, 2019, p. 125). It is only through communication that a vision can reveal its 
“true power,” as it lays the foundation for a shared understanding of the vision and 
its goals (Kotter, 2011, p. 73). It plays a central role, particularly in the context of 
digital transformation, where changes happen rapidly and uncertainty is often high.

For SMEs as well, this step is a major success factor in transformation. Commu-
nication should be adapted to existing and familiar communication channels and 
supplemented with elements that demonstrate the value of each phase of the trans-
formation process. Especially suitable are a town hall meeting as a kick-off event – 
where both the vision and the rationale for the transformation are communicated 
– and regular updates in the form of digital messages.
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Step 5 
Transformation processes in organizations succeed only when as many em-

ployees as possible actively participate in them. To achieve this, employees must be 
empowered (Kotter, 2011, p. 87). When a large number of employees participate 
in the change process, acceptance and motivation increase, while resistance and the 
potential for conflict are reduced (Lauer, 2019, p. 153). Ensuring appropriate em-
ployee involvement in the development of new structures and processes is also a 
major task at this stage. To drive the change process forward, training can strength-
en the necessary competencies; at the same time, initiative and a willingness to take 
risks should be consciously encouraged among all participants (Kotter, 2011, pp. 
95–98). 

For SMEs, this means striving for genuine participation. It requires clarity 
regarding the structure of participation opportunities (Lauer, 2019, p. 156). The 
leadership coalition can specifically plan for the involvement of key employees in a 
manner tailored to the target group, in order to account for the additional workload 
resulting from ongoing day-to-day business. The author finds that internal and ex-
ternal training sessions, seminars, or so-called peer-learning formats – in which an 
experienced employee shares their knowledge – are suitable measures for closing 
competency gaps.

Step 6 
According to Kotter, achieving quick and, above all, visible results is a core part 

of transformation that fulfills several important functions (Kotter, 2011, p. 103). 
These results serve as proof that the efforts in the change process are paying off, 
while also acting as a reward for those involved. Quick results also provide the lead-
ership coalition with rapid feedback regarding the feasibility of the vision and the 
strategy. When those people who remain skeptical or resistant witness these quick 
wins, they may abandon their resistance and embrace the transformation (Kotter, 
2011, p. 103).

For SMEs, a quick win could be celebrated with the first successful migration 
of a subsystem, such as moving to a GDPR-compliant cloud that meets regulatory 
requirements or the completion of an initial training module. These milestones are 
clearly measurable and can therefore be communicated with credibility.

Step 7
In the second-to-last step, individual achievements and what has been accom-

plished so far are consolidated. The growing confidence in the results can now be 
leveraged to initiate changes in other systems that are not yet aligned with the de-
sired vision (Kraus et al., 2004, p. 136). According to Kotter, only those individuals 
who can contribute to the realization of the vision should be promoted and trained 
for key positions, as this is the only way to generate new momentum within the 
change process (Kotter, 2011, p. 121). This step is especially relevant in the con-
text of digital transformation, because technological transformation continuously 
creates new requirements and opportunities. The successful consolidation of initial 
results allows organizations to build on the progress achieved and target further ar-
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eas, such as the migration of additional systems to European infrastructure or the 
expansion of sovereignty-conscious procurement strategies.

Kotter’s call for targeted training and development of employees heavily in-
volved in the transformation process means, specifically for SMEs, that existing po-
sitions may be filled by new hires or that other employees may be overlooked. This 
step can generate dissatisfaction and create a winner-loser dynamic. These risks can 
only be mitigated through clear communication and one-on-one conversations. A 
remaining risk of losing key employees cannot be completely ruled out at this stage. 
This makes it all the more essential for the leadership coalition to manage the entire 
process with respect and particular care.

Step 8
According to Kotter, the eighth and final step in the change process aims at 

anchoring and consolidating new processes and behaviors through a cultural trans-
formation within the company. Furthermore, these successes serve as proof that 
the path to change was the right one. The task now is to permanently embed the 
changes achieved in the corporate culture. This cannot simply be reshaped or forced 
into existing forms (Kotter, 2011, p. 132). Instead, this requires the conscious inte-
gration of the new values, processes, and behaviors into all levels of the organization 
(Kotter, 2011, p. 132).

With regard to digital sovereignty, this final step for SMEs means that aware-
ness of digital dependencies and the commitment to making technology decisions 
with sovereignty in mind must be firmly anchored in the corporate culture.

DISCUSSION
Digital sovereignty is not a traditional IT project, but rather a critical leadership 

issue. It is a policy priority and is becoming increasingly relevant for SMEs, meaning 
that organizations, their leaders, and thus leadership itself are also affected by it. 
Kotter’s eight-step model serves as a suitable framework for a transformation pro-
cess in the context of digital sovereignty, but reveals three additional implications 
for SMEs: 

In the context of digitalization and digital sovereignty, additional specific lead-
ership competencies are required that go beyond traditional change management 
skills (Henderikx, Stoffers, 2022, pp. 1–3; Petry, 2024, pp. 13–14). In addition to 
an understanding of digitalization and new regulatory requirements, a basic knowl-
edge of geopolitics is also helpful for contextualizing and weighing decisions. The 
ability to translate abstract risks (digital sovereignty, Data Act, AI Act) into a sense 
of urgency also requires new skills. These additional leadership competencies must 
be developed before or during the transformation process, following the measures 
proposed by Lauer (2019) or comparable human resources development initiatives.

Given its concrete steps, Kotter’s model appears to be an approach well-suited 
for SMEs. However, SMEs are not a homogeneous group: the EU definition alone 
covers micro-enterprises right up to medium-sized enterprises with up to 250 em-
ployees, which differ considerably in terms of sector and available resources. Kot-
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ter’s model follows a largely linear logic, and Pryor et al. (2008) emphasize in this 
context that such step-by-step models cannot be applied uniformly. Their effective-
ness also depends heavily on the pace and complexity of the specific change context. 
It can be particularly difficult for resource-constrained SMEs to maintain a strictly 
sequential process alongside their day-to-day business operations. 

This is all the more true given that this approach to change management also 
requires enormous human and time resources (Lauer, 2019, p. 201), which must be 
made available alongside day-to-day business. This can lead to resource bottlenecks, 
a lack of structure and a double workload. From personal experience, the author can 
confirm that an organization can reach the limits of its capacity when day-to-day 
business and the transformation process overlap.

Step eight of the model shows that digital sovereignty is not a one-time migra-
tion but an ongoing process. Changes in the digital environment are constant due 
to the dynamics and drivers of digitalization. As a result, decisions must be regularly 
reevaluated and adjusted. Once the project is completed, this can – or must – evolve 
into an ongoing management process (Petry, 2024, p. 25).

The aim of this article was to examine whether Kotter’s model for change man-
agement processes is suitable in the context of digital sovereignty in SMEs and what 
new leadership requirements arise in this process. The model proves its applicability, 
however, the three dimensions described above must be considered. Future studies 
could use empirical research to provide further insights and deepen this strictly lit-
erature-based foundation.

For managers in SMEs, concrete priorities can be derived from these findings: 
the transformation is not only the responsibility of the IT department, but is rele-
vant across the entire organization, as decisions regarding data sovereignty affect 
all departments equally (Step 2). Furthermore, early and visible quick wins, such 
as migrating a subsystem to a GDPR-compliant European cloud, can make the ab-
stract goal more tangible (Step 6). Finally, targeted approaches such as peer learning 
or external coaching are realistic ways of closing skills gaps, as SMEs rarely have 
large HR departments (Step 5).

CONCLUSION
This article examined the extent to which Kotter’s eight-step model can be suc-

cessfully applied in the specific context of a transformation related to digital sover-
eignty in SMEs. The analysis revealed that this model generally meets the require-
ments of such a change management process. The model offers a clear structure and 
a concrete, practical framework that provides understandable guidance for SMEs. 
The analysis further shows that digital sovereignty poses new requirements to lead-
ers that go beyond traditional change management competencies. The additional 
requirements for leaders include digital competencies, an understanding of regula-
tions, geopolitical judgment, as well as the ability to translate highly abstract con-
cepts into organizational urgency and communication.

The results confirm that also Kotter‘s model, among others, cannot solve a 
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fundamental problem for SMEs in terms of transformation processes: namely that 
structural, temporal, and human resources must be allocated in parallel with day-
to-day operations, which shows the practical limitations of this and other change 
management models. Furthermore, digital sovereignty should not be viewed as a 
one-time project, but rather as an ongoing process that must be anchored in corpo-
rate values.

If SMEs are able to view transformation not as a necessary evil but as an op-
portunity for new possibilities and growth, then digital sovereignty becomes an 
expression of modern leadership responsibility that goes far beyond technological 
migration.

This paper is based on a literature review without empirical validation. Future 
research should test the assumptions developed here through qualitative or quanti-
tative studies in SMEs and, if necessary, further develop the model.
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ДИГИТАЛНИЯТ СУВЕРЕНИТЕТ КАТО ЛИДЕРСКА  
ОТГОВОРНОСТ: ЛИДЕРСКА СТРАТЕГИЯ В МАЛКИТЕ  

И СРЕДНИТЕ ПРЕДПРИЯТИЯ

Резюме: В тази статия се разглеждат възможностите, които осемстепенният 
модел на Котър предлага за процесите на управление на промяната в контекста 
на стремежите на Европейския съюз (ЕС) към дигитален суверенитет за малки­
те и средните предприятия (МСП), както и конкретните изисквания към ли­
дерството, които произтичат от това. От методологична гледна точка ста­
тията следва концептуален подход, основан на структуриран преглед на акаде­
мичната литература в областта на лидерството, управлението на промените 
и цифровата трансформация. Резултатите показват, че моделът на Котър е 
особено подходящ и поради своя ориентиран към действие и конкретен подход, 
но при операционализирането си се сблъсква с типичните ограничения на МСП. 
Ограничените ресурси на МСП, особено по отношение на времевите, кадровите 
и структурните капацитети, се оказват основна пречка при едновременното 
провеждане на трансформационни процеси и оперативната ежедневна дейност. 
Научният принос се състои в концептуалното пренасяне на модела на Котър в 
контекста на цифровата суверенност, както и в идентифицирането на нови 
изисквания към лидерството, които надхвърлят класическите компетенции за 
управление на промяната и изрично засягат геополитическите и регулаторните 
измерения на лидерството. Този принос остава концептуален и посочва необходи­
мостта от задълбочен емпиричен анализ.
Ключови думи: цифров суверенитет; лидерство; стратегия за лидерство;  
осемстепенен модел на Котър; МСП 
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